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FRAUD PREVENTION
Guard against the ever-present danger of payment fraud

Use our advanced protection programs to help prevent payment fraud.

Check Positive Pay
Check Positive Pay can help identify fraudulent checks 
by matching check issue information you provide against 
checks presented for clearing. You’ll receive an electronic 
notification alert when we find discrepancies between 
the check issue information you provide and checks 
presented. Then you can decide to either accept the 
payment or return the check.

Payee Match, an optional add-on, provides a second 
security layer to our standard Positive Pay with Payee 
name matching.

ACH Positive Pay and ACH Block
ACH Positive Pay enables you to establish and control 
acceptable sender parameter profiles for incoming ACH 
payments. An electronic alert is provided to you if there is 
a mismatch. You can then decide to either pay or return the 
transaction. If you do not respond to the alert, the system will 
default to returning it.

ACH Block allows you to block all ACH debits from being 
posted to your account. All blocked transactions will be 
returned to the originator automatically.

Learn 10 Ways to Guard 
Against Payment Fraud

Payment fraud is a growing problem that every 
organization needs to guard against.
Payment fraud can happen to your business at any time; you 
pay what you believe is a legitimate invoice from a legitimate 
vendor or contractor, but the payment actually goes to an 
impostor who may be anywhere in the world and virtually 
impossible to find. Beyond the financial loss, it can also result in 
exposure of confidential company information and can spread 
malware and spyware to gain access to confidential personnel 
and customer information.

If Payment Fraud happened to you, you wouldn’t be alone. In 
a recent Association of Financial Professionals® (AFP) survey, 
82 percent of financial professionals reported that their 
organizations were targeted in 2018.*

Business Email Compromise (BEC) is an 
increasingly common scam.
BEC, also known as Email Account Compromise (EAC), 
targets business officers who execute payments. The 
targeted individual receives an email from what appears to 
be a known vendor, contractor or other third party – often 
a senior executive. The email requests an urgent transfer, 
invoice payment, and/or a change in bank account or payment 
instructions (e.g., new routing and account information for ACH 
or wire payments, a change of payment method from check 
to ACH, or changes in banking information for payroll). Some 
fraudsters impersonate HR departments, directing employees 
to sign in using what appear to be official links.

Fraudsters have become stunningly skilled   
at impersonation.
Fraudsters are more sophisticated than ever and can stalk their 
victims with great efficiency. Using phishing emails and social 
engineering techniques via social media, they learn all they 
can about their targets’ patterns, habits and mind-set. They 
poach contacts and other information. They learn what payment 
methods their potential victims use, so their requests can 
appear routine. 

Another tactic is to create a fake account and let it sit for 
months so that when it appears, no-one is alerted by a new 
vendor or contractor.

They can also hack into the officer’s account and use it at will, 
with no way for anyone to tell. They often use social media or 
“out of office” messages to time the attack for when the officer 
is away.

PROTECT YOUR BUSINESS
AGAINST PAYMENT FRAUD
Recognize it. 
Resist it. 
Report it.

What can you do to protect against payment fraud?  
Read on to see 10 measures you can take.

* 2019 AFP® Payments Fraud and Control Survey | www.AFPonline.org

Sources of Attempted and/or  
Actual Payments Fraud in 2018*
(percent of organizations that experienced attempted and/or actual payments fraud)

Outside Individual 
(e.g. check forged, stolen card)

Third-Party or Outsourcer 
(e.g. vendor, professional services 
provider, business trading partner)

Business Email Compromise
(BEC Fraud)

Account Takeover
(e.g. hacked system, malicious code – 
spyware or malware from social network)

64%

22%

58%

21%
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CHECKLIST: 
10 WAYS TO GUARD AGAINST BUSINESS PAYMENT FRAUD
Fraudsters are constantly developing new ways to scam payments from you or divert payments from legitimate vendors, contractors 
and employees. They’re getting better at it every day, so you have to get better at combating payment fraud. Here’s a checklist of 
steps you can take. For a more in-depth look at payment fraud and these measures to combat it, read the full article.

Isolate and safeguard your  
payment system

1

Keep your credentials private and 
don’t just “reply” to emails

2

Verify all payment and  
change requests

3

Limit access, implement dual 
custody and segregate functions

4

Teach employees to recognize, 
resist and report suspected fraud

5

Implement background checks and 
rigorous monitoring protocols
Reconcile accounts frequently

6

Use ACH Positive Pay and ACH 
Block to combat wire transfer fraud

9 10

Help your employees guard 
against payroll impersonation

Deploy Positive Pay to combat 
check fraud
Positive Pay and Payee Positive Pay

8

Guard your checks, check stock 
carefully and urge employees to be 
alert to signs of check washing

7

HOW TO REPORT PAYMENT FRAUD: 
If you believe you are the victim of payment fraud, contact the FBI Internet Crime Complaint Center (IC3).

If you suspect a payment fraud attempt but have not lost money, contact FTC Complaint Assistant.

If you believe your account information has been disclosed, contact Banc of California.
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To learn more and see our products
and services in action, see our
easy-to-follow online video tutorials 
at bancofcal.com/tutorials.

To learn more about our 
products and services,  
please visit our website: 
bancofcal.com
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